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S1. INTRODUCTION  
Being online is an integral part of children’s lives. Social media, online games, websites and apps can be 
accessed through mobile phones, computers, laptops and tablets – all of which form part of children’s 
online world. The internet and online technology provide new opportunities for young people’s learning 
and growth, but it can also expose them to new types of risks.  
 
Online safety forms a fundamental part of King Edward’s School’s safeguarding and child protection 
measures. The school understands its responsibility when it comes to online safety:  
 
• to ensure the school’s online procedures keep pupils safe, and  
• to educate pupils on online safety issues, to teach them the appropriate behaviours and critical 

thinking skills necessary to enable them to remain both safe and within the law when using the 
internet and related technologies in and beyond the classroom. We also understand the importance 
of involving pupils in discussions about online safety.  

 
Working in partnership with pupils, their parents, carers and other agencies is essential in promoting 
young people’s welfare and in helping them to be responsible in their approach to online safety. Any 
issues and concerns with online safety must follow the school’s safeguarding and child protection 
processes.  
 
1.1 Purpose  
This policy, supported by various school policies including the Safeguarding and Child Protection Policy, 
Data Protection Policy, AI Policy, Staff/Pupil Acceptable Use Agreement and Staff Personal Device Policy, is 
implemented to protect the interests and safety of the whole school community.  
 
The purpose of this policy is to:  
 
• ensure the safety and wellbeing of pupils when adults or pupils are using the internet, social media 

or mobile devices.  
• set out expectations for all school community members’ online behaviour, attitudes and activities 

and use of digital technology, in and outside school.  
• ensure that the school operates in line with their values and within the law in terms of how online 

devices are used.  
• facilitate the safe, responsible, respectful and positive use of technology to support teaching and 

learning, increase attainment and prepare pupils for the risks and opportunities of todays and 
tomorrow’s digital world, to survive and thrive online.  

• foster an open environment in which pupils are encouraged to ask any questions and participate in 
an ongoing conversation about the benefits and dangers of the online world.  

• create an environment that maximises the likelihood that children inform a trusted adult if they feel 
vulnerable or uncomfortable about online interactions or content.  

• help staff working with children to understand their roles and responsibilities to work safely and 
responsibly with technology and the online world:  

• for the protection and benefit of the pupils in their care, and  
• for their own protection, minimising misplaced or malicious allegations and to better understand 

their own standards and practice,  
• for the benefit of the school, supporting the school purpose, values and objectives.  
• establish clear structures by which online misdemeanours will be treated, and procedures to follow 

where there are doubts or concerns.  
 
1.2 Scope  
This policy applies to all members of King Edward’s School’s community including staff, pupils, parents 
and visitors who have access to and are users of the school’s digital systems, both in and out of the Pre-
Prep, Junior and Senior School.  
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In this policy:  
• ‘staff’ includes teaching and non-teaching staff, governors and volunteers.  
• ‘parents’ include pupils’ carers and guardians.  
• ‘visitors’ include anyone else who comes to the school.  
 
This policy covers both fixed and mobile internet devices provided by the school (such as PCs, laptops, 
webcams, tablets, whiteboards, digital video equipment) as well as devices owned by pupils, staff or 
visitors and brought onto school premises.  
 
1.3 Classification of Online Risks  
The breadth of online safety risks can be classified into four key areas as defined in the DfE guidance 
Keeping Children Safe in Education: 
 

Content  being exposed to illegal, inappropriate or harmful content (e.g. 
pornography, racist or radical and extremist views, suicide, radicalisation), 
misinformation, disinformation (including fake news) and conspiracy 
theories. 

Contact  being subjected to harmful online interaction with other users (e.g. 
online grooming incl. sexual exploitation, radicalisation, extremism, 
personal data exploitation and misuse).  

Conduct  personal online behaviour that increases the likelihood of, or causes 
harm (e.g. sending and receiving explicit images, or online bullying).  

Commerce  risks such as online gambling, inappropriate advertising, phishing 
and/or financial scams.  

 
The school recognises that many pupils will have unlimited and unrestricted access to the internet via 
mobile phone networks. This means that some pupils may use mobile technology to access 
inappropriate or harmful content or otherwise misuse mobile technology whilst at school. The improper 
use of mobile technology by pupils, in or out of school will be dealt with under the School’s Behaviour 
Policy. 
 
1.4 Policy development monitoring and review  
This policy has been developed using model policies from Safety and Security Online (SWGfL) and is 
adapted for King Edward’s School. This policy applies to King Edward’s Pre-Prep, Junior and Senior 
Schools. 
 
The implementation of this policy will be monitored by the Designated Safeguarding Lead (DSL) and the 
WSMT. Monitoring by the Governing Body will take place annually. The Governing Board will receive a 
report on the implementation of this policy generated by the DSLs (which will include anonymous details 
of online safety incidents) at regular intervals. 
 
The School will monitor the impact of the policy: 
• using logs of reported incidents on CPOMS (pastoral staff) 
• by investigating reports of suspicious activity and providing evidence from logs (DSL with IT support) 
• by recording and reporting on internal internet activity (DSL with IT support) 
 
Technology and the online environment are constantly changing. The school’s E-Safety Policy will be 
reviewed annually, or more regularly in the light of any significant new technological developments, 
new threats to online safety or incidents that have taken place. 
 
Other policies that must be considered alongside this policy include: 
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S2: ROLES AND RESPONSIBILITIES 
 
The following section outlines the online safety roles and responsibilities of individuals and groups 
within the School: 
 

•  
 

2.1 Governors 
 

The DfE guidance “Keeping Children Safe in Education” states: 
“Governing bodies and proprietors should ensure there are appropriate policies and 
procedures in place in order for appropriate action to be taken in a timely manner to 
safeguard and promote children’s welfare …. this includes … online safety”  
 
“Governing bodies and proprietors should ensure …The designated safeguarding lead 
should take lead responsibility for safeguarding and child protection (including online safety 
and understanding the filtering and monitoring systems and processes in place)” 

 
Governors are responsible for the approval of, and reviewing the effectiveness of, this policy. This will 
be carried out by the governors’ Education & Performance Committee who receive regular information 
about online safety incidents. 
 
The School’s Designated Safeguarding Lead Governor (DSLG), is also responsible for online safety. 
Name: Mr Kambiz Moradifar. 
 
The role of the DSLG includes: 
• regular meetings with the DSLs; 
• regular review of anonymous details of online safety incident logs; 
• regular review of e-safety curriculum inclusions and staff training; 
• regular review of filtering / change control logs and provision in-line with the DfE Filtering and 

monitoring Standards; 
• receiving (at least) basic cyber-security training to enable the governors to check that the school 

meets the DfE Cyber-Security Standards which were developed to help them improve their 
resilience against cyber-attacks; 

• reporting to Governing Board. 
 
2.2 Head and the Whole School Management Team (WSMT) 
The Headmaster has a duty of care for ensuring the safety (including online safety) of members of the 
school community and fostering a culture of safeguarding. The day-to-day responsibility for online 
safety will be delegated to the DSL. 
 
The Headmaster and WSMT will be aware of the procedures to be followed in the event of a serious 

SCHOOL

Governing 
Board

SMT

All Staff

DSL

DSLG

IT Support

External

Parents

Visitors

https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/filtering-and-monitoring-standards-for-schools-and-colleges
https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/filtering-and-monitoring-standards-for-schools-and-colleges
https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/filtering-and-monitoring-standards-for-schools-and-colleges
https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/cyber-security-standards-for-schools-and-colleges


   

 

 

online safety allegation being made against a member of staff. 
WSMT will receive regular monitoring reports from the relevant DSL. 
 
2.3 Designated Safeguarding Lead/Deputy Designated Safeguarding Leads. 
The designated safeguarding lead takes responsibility for day-to-day safeguarding and child 
protection. This includes responsibility for  
• online safety and understanding of the school’s filtering and monitoring systems and processes ; 
• working closely with the digital lead and the Director of IT to ensure that the school’s 

requirements for filtering and monitoring are met and enforced; 
• reviewing filtering and monitoring reports and ensure that termly checks are made of the 

system, including making use of the DfE tools for self-evaluation.  
• reviewing and drive the rationale behind decisions in filtering and monitoring as per DfE Meeting 

Digital and Technology Standards through regular liaison with IT staff; 
• ensuring an effective whole school approach to online safety that empowers to protect and 

educate the whole school community in their use of technology and establishes mechanisms to 
identify, intervene in and escalate any incident where appropriate; 

 
2.3.1 The School Safeguarding Team are listed in an appendix of the Child Protection & Safeguarding 
Policy. The responsibilities of the School Safeguarding Team include: 
• dealing with online safety incidents in accordance with the School’s Safeguarding Policy, 

including potential serious safeguarding issues arising from: 
• sharing of personal data; 
• access to illegal / inappropriate materials; 
• inappropriate online contact with adults / strangers; 
• potential or actual incidents of grooming; 
• cyber-bullying (see the School’s Anti-bullying Policies); 
• child-on-child online abuse, including the sharing of nude and semi-nude images 

• taking day-to-day responsibility for online safety issues and having a leading role in 
establishing and reviewing the School’s online safety policies; 

• ensuring that staff are aware of the procedures that need to be followed in the event of an online 
safety incident taking place; 

• arranging for training and advice on online safety to be provided for staff, governors, parents and pupils 
in liaison with the Deputy Head (Academic) and the relevant Head of Learning for Life; 

• liaising with School IT staff / the Local Authority where necessary; 
• receiving reports of all online safety incidents and recording all investigations on CPOMS; 
• work with Headmaster, bursar, DPL and governors to ensure a GDPR compliant framework for 

storing data, but helping to ensure that child protection is always put first and data protection 
processes support careful and legal sharing of information,  

• maintaining and regularly reviewing the online safety incidents which are logged, in order to identify 
potential patterns of behaviour, to determine if any changes to this policy are required and to inform 
future online safety developments;  

• meeting regularly with the Safeguarding Governor to discuss current issues, review incident logs and 
filtering; 

• reporting     all      serious      Online      Safety      incidents      to      the      WSMT; 
 
2.4 Director of IT 
The Director of IT is responsible for : 
• collaborating regularly with the Designated Safeguarding Lead (DSL) and Deputy Heads to help 

them make key strategic decisions around safeguarding elements of technology and to help 
them understand systems, settings and implications,  

• supporting, as required, DSL/DDSLs/Deputy Heads to carry out an annual online safety audit 
which includes the review of technology, including filtering and monitoring systems,  

• meeting regularly with the Deputy Heads to discuss security upgrades and their impact on this 
policy and its implementation 

• ensuring that: 



   

 

 

• the School’s technical infrastructure is secure and is not open to misuse or malicious attack;  
• the school meets (as a minimum) the required online safety technical requirements as 

identified by the DfE Meeting Digital and Technology Standards in Schools & Colleges; 
• there is clear, safe, and managed control of user access to networks and devices which is in 

accordance with the School’s Acceptable Use policy; 
• filtering is applied and updated on a regular basis; 
• investigations into any online safety incident in accordance with this policy are reported to 

the DSL;  
• they keep up-to-date with online safety technical information in order to effectively carry 

out their online safety role and to inform and update others as relevant; 
• the use of the School’s network and devices is logged, and records can be provided and 

searched on request to ensure compliance with all the Acceptable Use Policies in order that 
any misuse / attempted misuse can be reported to the DSL for investigation; 

• the School’s antivirus system definitions and web filter categories are updated automatically. 
• the filtering policy is applied and updated on a regular basis and its implementation is not the 

sole responsibility of any single person 
 
2.5 Deputy Head (Academic) 
It is the responsibility of the Deputy Head (Academic) to: 
• ensure staff are aware of the safety features in place. 
• communicate any changes/upgrades to online systems, which impact this policy (in conjunction with 

the Director of IT) 
• organise training on these features, when necessary; 
• advise the relevant Head of Learning for Life in the creation of appropriate e-safety learning content 

for pupils to ensure that the online safety curriculum is planned, mapped, embedded and 
evaluated; 

• ensure E-safety is a part of IT Steering Committee meetings on a regular basis; 
 
2.6 Teaching and Support staff 
Teaching and support staff are responsible for ensuring that: 
• they have an up-to-date awareness of online safety matters and the details of this policy; 
• they have read and understood the Acceptable Use Policy; 
• they report any suspected misuse or problem to the DSL for investigation;  
• all digital communications with pupils, parents and other members of staff should be on a 

professional level and only carried out using official school systems; 
• online safety issues are embedded in all aspects of the curriculum and other activities; 
• pupils are helped to understand and follow this policy and the AUP; 
• they monitor the use of digital technologies, mobile devices, cameras etc. in lessons and other school 

activities (where allowed) and implement current policies with regard to these devices; 
• in lessons where internet use is pre-planned, pupils are guided to sites checked as suitable for their use, 

and any filtering issues such as any unsuitable material that is found in internet searches should be 
reported immediately to the Director of IT or the DSL. 

• where lessons take place using live-streaming or video-conferencing, there is regard to national 
safeguarding guidance and local safeguarding policies 

• there is a zero-tolerance approach to incidents of online-bullying, sexual harassment, discrimination, 
hatred etc.; 

• they model safe, responsible, and professional online behaviours in their own use of technology, 
including out of school and in their use of social media. 
 

2.7 Pupils 
Pupils at the School: 
• are responsible for using the School digital technology systems in accordance with the AUP; 
• need to understand the importance of reporting abuse, misuse or access to inappropriate 

materials and know how to do so (such as by reporting to the Head of Year); 
• will be expected to know and understand policies on the use of personal mobile devices 

https://www.gov.uk/guidance/meeting-digital-and-technology-standards-in-schools-and-colleges/filtering-and-monitoring-standards-for-schools-and-colleges


   

 

 

• should understand the importance of adopting good online safety practice when using digital 
technologies out of school and realise that this policy covers their actions out of school, if related 
to their membership of the School. 
 

2.8 Parents 
Parents play a crucial role in ensuring that their children understand the need to use the 
internet/mobile devices in an appropriate way. The School will take every opportunity to help parents 
understand these issues through parents’ induction evenings, parent talks, newsletters, letters, the 
VLE, and information about national/local online safety campaigns/literature.  
 
Parents will be encouraged to support the School in promoting good online safety practice and to follow 
guidelines on the appropriate use of digital and video images taken at school events. 
 
2.9 Visitors 
The majority of visitors should not need to access the School’s IT systems while on site. In cases where 
this is deemed necessary, a request will be made to the IT Support Team and a guest account, with limited 
access, will be made available. The visitor will have to read and accept the AUP before being allowed on 
the system and be informed of the school's E-Safety policy. As soon as the access is no longer required, 
the account will be disabled. 
 
  



   

 

 

S3: EDUCATION  
3.1 Education – Pupils 
Online safety should be a focus in all areas of the curriculum and staff should reinforce online safety 
messages across the curriculum. 
 
Any pupil can be vulnerable online, and their vulnerability can fluctuate depending on their age, 
developmental stage, and personal circumstances; however, there are some pupils, such as looked -after 
children, or those with special educational needs and/or learning differences, who may be more 
susceptible to online harm or have less support from family and friends in staying safe online. The School’s 
online safety curriculum ensures these pupils receive the information and support they need. 
 
Staff will take all reasonable precautions to ensure that users access only appropriate material, 
but it is impossible to guarantee that unsuitable material will never appear on a school computer. 
It is accepted that from time-to-time, for good educational reasons, pupils may need to research 
topics (e.g. racism, drugs, discrimination) that would normally result in internet searches being 
blocked. In such a situation, staff can make a request to unblock the site via the IT helpdesk 
(helpdesk@kesbath.com) in order that those sites can be removed temporarily from the filtered 
list for the period of study with the authorisation of the DSL. Any request to do so, must be 
auditable, with clear reasons for the need. 
 
The online safety curriculum is broad, relevant and provides progression through EYFS and Key 
Stage 1 to Key Stage 4. Curriculum plans are reviewed annually. Examples include: 
 
Pre-Prep 
Year 1 • Technology around us: The children learn how to keep themselves safe 

online and where to go for support when they see content that makes 
them feel uncomfortable. 

• Using a computer responsibly: Children learn about the importance of 
using computers safely within the school environment. They discuss the 
reasons for having rules in school, how these rules benefit everyone, and 

then apply this understanding to the rules necessary for safe computer 
use. 

Year 2 • Using IT safely: Children discuss how to use various forms of information 
technology safely in different environments. They list IT uses and 
associated rules, explaining how these rules ensure safety. They also 
consider the choices and responsibilities involved in using IT. 

 
Junior 
Year 3 to 6 Themes covered include: 

• How to stay safe online 
• Online gambling, screentime, cyberbullying and grooming 
• How to communicate safely online 
• Information about spam, scams, deepfakes, AI and what is an online 

profile. 
• Information about social media and other online communities, including 

the age restrictions and settings available to protect yourself. 
 

 
 
Senior 
Lower School 
(Year 7) 

Themes covered include: 
• How to responsibly and respectfully use technology and the internet. 
• What are the roles and responsibilities of digital users and the laws that 

mailto:helpdesk@kesbath.com


   

 

 

protect users. 
Middle School 
(Year 8 and 9) 

Themes covered include: 
• How to critically evaluate the positive and negative ways in which 

smartphones and other internet enabled devices have impacted their 
lives.  

• How livestreaming and other social media content can be used as a 
mechanism for online grooming. 

• How to critically evaluate the information they consume online, including 
specific information around fake news and deepfakes. 

• Information about online sexual abuse, including specific information 
around the sending of nudes and revenge porn. 

Upper School Themes covered include: 
• Information on what a digital footprint is and how to ensure it does not 

adversely impact your future. 
• Information on the law around image based sexual abuse, how to protect 

yourself and how to report incidents of abuse. 
Sixth Form Themes covered include: 

• How online content and social media are impacting relationships. 
• How to protect your privacy online and the importance of online discretion. 
• How to have a positive online presence. 
• How to harness technology and online resources in education 

 
 
E-Safety within the Curriculum for Early Years Foundation Stage and Key Stage 1 
 
At this level, use of the Internet will be heavily supervised and based around pre-selected, safe 
websites. In lessons, where internet use is pre-planned, children will be guided to sites checked 
as suitable. Children will be regularly reminded about how to always take care when clicking and 
to seek help/advice from an adult if they see anything that makes them unhappy or that they are 
unsure about. Pupils will only access the internet when staff are present. Links will be made 
through the teaching of PHSE (JIGSAW), assemblies and across all curriculum areas when IT is 
being used.  
 
The computing curriculum is based on the schemes of work from the National Centre for 
Computing Excellence. We recognise Safer Internet Day in February with a particular focus in our 
whole school assembly and PSHE lesson. 
 

 

3.2 Education – Parents 
A partnership approach with parents is encouraged. ICT/E-safety information is shared with 
parents and includes details of how e-safety is taught and advice regarding safe internet/mobile 
technology use at home. Additional information is given as appropriate.  
 
The School seeks to provide information and awareness to parents through: Letters, newsletters, 
web site, VLE, School Gateway, the Parent Portal and Parents induction evenings. 
 
3.3 Education – Staff/Visitors 
It is essential that all staff receive online safety training and understand their responsibilities, as 
outlined in this policy. The following training is provided by the DSL or Deputy Head (Academic); 
 

• A planned programme of formal online safety training is made available to staff. This will be 
regularly updated and reinforced. An audit of the online safety training needs of all staff will be 
carried out regularly. 



   

 

 

• All new staff receive online safety training as part of their induction programme, ensuring that 
they fully understand this policy and the AUP for Staff. 

• The DSL (or other nominated person) will receive regular updates through attendance at external 
training events and by reviewing guidance documents released by relevant organisations. 

• This E-Safety Policy and its updates will be presented to and discussed in staff / team meetings 
and INSET days. 

• The DSL (or other nominated person) will provide advice / guidance / training to individuals as 
required. 

 
 
  



   

 

 

S4: Technical–Infrastructure / Equipment, Filtering and Monitoring 
 

4.1 Monitoring and filtering of the school network and use of ICT facilities 
School technical systems are managed in ways that ensure that the School meets recommended 
technical requirements in line with the DfE Digital and technology standards in schools 2023 and Data 
Protection regulations. 
 
To safeguard and promote the welfare of children and provide them with a safe environment to learn, the 
school reserves the right to filter and monitor the use of its ICT facilities and network. This 
includes, but is not limited to, the filtering and monitoring of: 

• Internet sites visited 
• Bandwidth usage 
• Email accounts 
• User activity/access logs 
• Any other electronic communications 

Only authorised personnel may filter, inspect, monitor, intercept, assess, record and disclose the   
above, to the extent permitted by law. 
 
The school monitors ICT use in order to: 

• Protect our pupils 
• Obtain information related to school business 
• Investigate compliance with school policies, procedures and standards 
• Ensure effective school and ICT operation 
• Conduct training or quality control exercises 
• Prevent or detect crime 
• Comply with a subject access request or any other legal obligation 

 
 4.2 Data Protection 

The School has a Data Protection Policy and Privacy Notices, which include statements about how 
personal data will be collected, processed and stored. 
 
Staff must ensure that: 

• They comply with the requirements set out in the Data Protection Policy for Staff and the AUP 
for Staff. 

• A Privacy Impact Assessment is carried out before any new project involving personal data 
is implemented, to assess the impact of the project on the security of data. Speak to the 
Data Protection Lead before implementing any such project. 

 

4.3 Mobile technologies 
Mobile devices provided by the school must be used solely for educational/School work purposes and 
in accordance with school policies. Staff using mobile devices to access school material must adhere 
to the security measures outlined by the IT Team.   

• Monitoring: The school reserves the right to monitor the use of mobile devices to ensure 
compliance with e-safety policies and filtering and monitoring obligations under KCSIE. 

• Training: Regular training sessions will be conducted to educate pupils and staff on mobile 
cybersecurity threats and safe practices. 

• Incident Reporting: Any security incidents involving mobile devices must be reported immediately 
to the Director of IT. 

 
All use of the school network, of personal devices in school and of devices owned by the school 
(whether on or off the school site) must comply with the School’s Acceptable Use Statements. Failure 
to comply may result in disciplinary sanctions for pupils in accordance with the school’s Behaviour 
Policy and for staff under the school’s Disciplinary Procedure. 



   

 

 

S5: Safe Use of digital tools/Communication Tools 
 
5.1 Use of Digital and Video Images 
As part of our school activities, we may take photographs and record images of individuals within our 
school. Further details including how and where we store these images can be found in our Data 
Protection Policy and the School’s Privacy notice. 
 
We will protect personal data including images of pupils and keep it safe from unauthorised or unlawful 
access, alteration, processing or disclosure, and against accidental or unlawful loss, destruction or 
damage. Where we need to share personal data with a third party, we carry out due diligence and take 
reasonable steps to ensure it is stored securely and adequately protected. Please contact the Data 
Protection Lead if you need more information: dataprotection@kesbath.com  
 
Staff, parents/carers and pupils need to be aware of the risk associated with publishing digital images 
on the internet. The School will inform and educate pupils about the risks associated with the taking, 
using, sharing, publication and distribution of images and encourage pupils to think about their online 
reputation and digital footprint.  
 

5.2 Social Media - Protecting Professional Identity 
The School has a duty of care to provide a safe learning environment for pupils and staff. Staff members who 
harass, cyberbully, discriminate on the grounds of sex, race or disability or who defame a third party 
may render the School liable to the injured party and will be subject to the School’s Disciplinary  Policies. 
 
The School provides the following measures to ensure reasonable steps are in place to minimise risk of 
harm to pupils, staff and the School through limiting access to personal information: 

• Training to include: acceptable use; social media risks; checking of settings; data protection; 
reporting issues (see Staff AUP for further details); 

• Clear reporting guidance, including responsibilities, procedures and sanctions; 
• Risk assessment, including legal risk; 

 
School staff should ensure that; 

• They do not engage in online discussion on personal matters relating to members of the school 
community; 

• Personal opinions should not be attributed to the School; and 
• Security settings on personal social media profiles are regularly checked to minimise risk of loss  

of personal information. 

Any concerns or complaints about the School’s use of social media for professional purposes will be 
passed to the DSL to ensure compliance with the School’s policies. 
 
 5.3 Communication 
The official School communication systems may be regarded as safe and secure. Staff and pupils should 
therefore use only the School services to communicate with others when in school, or on school 
systems. 
 
Users in receipt of any communication that makes them feel uncomfortable, is offensive, 
discriminatory, threatening or bullying in nature must not respond to any such communication and must 
immediately report it, but not delete the messages, to the DSL (or a deputy) in accordance with the 
procedure set out in the relevant  Anti-bullying  Policies. 
 
Any digital communication between staff and pupils or parents (email, Teams chat, VLE etc.) must be 
professional in tone and content. These communications may only take place on official (monitored) 
school systems. Personal email addresses, text messaging or social media must not be used for these 
communications. 
 

mailto:dataprotection@kesbath.com


   

 

 

Pupils are provided with individual school email addresses for educational use. 
 
Pupils are taught about online safety issues, such as the risks attached to the sharing of personal 
details. They are taught strategies to deal with inappropriate communications and reminded of the need 
to communicate appropriately when using digital technologies. 
 
Personal information should not be posted on the School website and only school email addresses 
should be used to identify members of staff. 



   

 

 

S6: Responding to Online Safety Incidents/Concerns/Disclosures 
 

6. Reporting and responding 
This section of the policy is supported by detail in the following School policies: 

• Safeguarding and Child Protection Policy 
• Low Level Concerns and Neutral Notifications system 
• Whistleblowing Policy 
• Youth Produced Sexual Imagery 
• Child-on-Child Abuse 

6.1 Who to report to and how 
Anyone can report an online safety incident - staff, pupils, parents or someone outside the School 
community. 
 
ALL concerns, allegations, complaints or suspicions about an online safety incident (illegal or otherwise) 
should be reported to the relevant DSL unless that person is the subject of the concern.  
 
All concerns, allegations, complaints or suspicions about: 
• the DSL should be reported to the Head 
• the Head should be reported to the Chair of the Governors; and 
• the Chair of Governors should be reported to the Vice Chair 

 
The DSL's will receive reports listing incidents picked up by the School's filtering and monitoring systems 
that require further attention. Any report of filtering and monitoring incidents will be reviewed by the 
DSL’s. A log will be kept of all significant filtering and monitoring incidents. 

6.2 Illegal Online Safety Incidents 
An illegal online safety incident includes where access has been attempted to any web site or materials 
are found on any electronic device containing: 
• child abuse images; 
• criminally racist material; 
• statements or information intended to radicalise people or incite terrorist activity; 
• incidents of online ‘grooming’ behaviour; 
• material that breaches the Obscene Publications Act; 
• indecent or explicit images of children, including sharing nudes and semi nudes. See the School’s 

Youth Produced Sexual Imagery Policy and Child-on-Child Abuse Policy for further guidance. 
 

6.3 Unsuitable/Inappropriate Online Safety Incidents 
Certain activities identified in the Acceptable Use Policies would be unsuitable or inappropriate 
in a school context and pupils should not engage in these activities in school or outside school when 
using school equipment  or systems, including: 
• Using school systems to run a private business; 
• Using systems, applications, websites or other mechanisms that deliberately bypass the filtering 

or other safeguards employed by the School 
• Causing a data breach, by revealing or publicising confidential or proprietary information (e.g. 

financial/personal information, databases, computer/network access codes and passwords); 
• Infringing copyright; 
• Creating or propagating computer viruses or other harmful files; 
• Downloading/uploading large files that hinder others use of the Internet (unfair usage); 
• Gambling or gaming online; 
• Shopping online; 
• Using social media; 
• Using messaging apps; 
 



   

 

 

It is hoped that all members of the school community will be responsible users of digital technologies, 
who understand and follow this policy; however, there may be times when infringements of the policy 
could take place, through careless or irresponsible misuse or, very rarely, through deliberate misuse 
of IT equipment or services.  
 
Unsuitable activity or access to unsuitable materials can be reported using the School’s Neutral 
Notifications System or using the Whistleblowing Policy. 
 

6.4 Investigating Online Incidents (DSL) 
The DSL will evaluate the incident report to determine the appropriate response and if necessary, 
initiate an investigation and request the IT staff to investigate in order to establish, capture and 
preserve any relevant data or other evidence as set out below. 
 
The DSL will only examine the contents of personal devices not owned by the School in accordance 
with the procedures set out in the relevant Behaviour Policy. 
 
Where appropriate, the DSL will consider implementing appropriate sanctions (in line with the 
School’s Behaviour Policy or the Staff Code of Conduct). 
 

6.5 Investigating Online Incidents (Director of IT/IT Staff) 
When instructed by the DSL, the Head, the Chair of the Governors, the police, or other appropriate 
external agency, the Director of IT/IT staff will undertake the following: 
 
• Examine all technical logs; 
• Examine in detail the firewall and the filter systems; 
• Remotely examine the School’s desktops and laptops. This is only possible where the computer 

is turned on and connected to the internet; 
• Examine relevant school emails, (including sent and deleted); 
• Investigate using a designated computer in the IT Department. There should be two members 

of staff involved in this process, ideally the Director of IT and the DSL. It is important to ensure 
that the relevant staff should have appropriate internet access to conduct the procedure, but 
also that the sites and content visited are closely monitored and recorded (to provide further 
protection). 

• Make a record of the URL of any site containing the alleged misuse describing the nature of the 
content causing concern and unsuitable materials will be copied. It may also be necessary to 
record and store screenshots of the content on the machine being used for investigation. These 
may be printed (except in the case of images of child sexual abuse or any other indecent images 
of children) as required. 

• Once the incident has been completed and fully investigated, report to the DSL who will judge 
whether this concern has substance or not. If it does, then appropriate action will be required 
and could include the following: 

• Internal response or discipline procedures in accordance with the School’s Behaviour and Anti- 
bullying Policies; 

• Police involvement and/or action; 
• Report to the Data Protection Lead if the security of personal data has been compromised, who 

will investigate and consider whether a report to the Information Commissioner’s Office is 
appropriate. 

 
6.6 Reportable Incidents 

If content being reviewed includes images of child abuse then the monitoring will be halted, the DSL 
informed and the computer in question will be isolated. The matter will then be referred to the police 
immediately. 
 
Other instances to report to the police would include: 
 



   

 

 

• incidents of ‘grooming’ behaviour; 
• the sending of obscene materials to a child, including those produced by children (sexting); 
• adult material which potentially breaches the Obscene Publications Act; 
• criminally racist material; 
• other criminal conduct, activity or materials. 
 
 



   

 

 

 
Appendix 1: Sharing Nudes and Semi-Nudes: How to Respond to an Incident  
 
The below guidance is intended for staff. The designated safeguarding lead/deputy designated 
safeguarding lead will refer to the full UKCIS guidance. 

 



   

 

 

Appendix 2: Sources of Online Safety Resources and Support  
 

Online Safety Teaching Resources and Sources of Support for Staff  
 
▪ CEOP – Education Programme (ThinkUKnow)  
▪ CEOP – Safety Centre  
▪ Childnet – Help/Advice and Resources for Teachers and Professionals  
▪ Common Sense Education  
▪ Education for a Connected World  
▪ Internet Matters – Online Safety Teaching Resources  
▪ Internet Watch Foundation (IWF)  
▪ LGfL – Online Safety Resources  
▪ NSPCC – Keeping Children Safe Online  
▪ NSPCC Report Abuse Helpline  
▪ ProjectEVOLVE  
▪ Report Harmful Content | Advice  
▪ SWGfL – Interface | Online Safety Podcast Series | General Online Safety Resources  
▪ UK Council for Internet Safety (UKCIS)  
▪ UK Safer Internet Centre (UKSIC) – Guides and Resources for Teachers and School Staff  
 
Online Safety Resources for Pupils  
 
▪ CEOP | The Internet, Relationships & You  
▪ Childnet | Young People (11-18)  
▪ UK Safer Internet Centre (UKSIC) | Resources for Young People  
 
Online Safety Resources for Parents and Carers  
 
▪ CEOP | Helping you to better protect your children online  
▪ Childnet – Help/Advice and Resources for Parents/Carers  
▪ Common Sense Media  
▪ Internet Matters  
▪ LGfL | ParentSafe (Keeping your Children Safe: Online & Beyond)  
▪ NSPCC | Keeping Children Safe | Online Safety  
▪ ParentZone  
▪ SWGfL | Online Safety Guidance for Parents  
▪ UK Safer Internet Centre (UKSIC) – Guides and Resources for Parents and Carers  
 
Lucy Faithfull Foundation’ShoreSpace’ (a confidential chat service for young people concerned about 
their own, or someone else’s sexual thoughts and behaviours).  

https://shorespace.org.uk/


   

 

 

Appendix 3: A Guide to Reporting  - further resources for Staff 

 



   

 

 

Appendix 4: Filtering and Monitoring Policy  
 
Overview 
This policy has been adapted for KES from a template produced by the SWGfL and outlines the 
legislative requirements of schools in the area of filtering and monitoring of the use of online systems. 
 

Introduction to Filtering  
The filtering of internet content provides an important means of preventing users from accessing 
material that is illegal or is inappropriate in an educational context. The filtering system cannot, 
however, provide a 100% guarantee that it will do so, as online content changes dynamically and new 
technologies are constantly being developed. It is important, therefore, to understand that filtering is 
only one element in a larger strategy for online safety and acceptable use.  

KES filtering system is operational, up to date and applied to all:  
• users, including guest accounts. 
• school owned devices 
• devices using the school broadband connection. 

KES filtering system will: 
• filter all internet feeds, including any backup connections.   
• be age and ability appropriate for the users and be suitable for educational settings.   
• handle multilingual web content, images, common misspellings and abbreviations.   
• identify technologies and techniques that allow users to get around the filtering such as VPNs 

and proxy services and block them. 
• provide alerts when any web content has been blocked.  
• provide filtering to mobile and app content which is often presented in a different way to web 

browser content. Smoothwall filtering is based on user and is applied on any device connected 
to the network, so long as the user is authenticated. 

• filter inappropriate content created during AI interactions and block sites accordingly 
 
System used by KES 
 

   
Filtering Smoothwall  
•UK SIC Accredited filtering system 
•Used as the school’s Firewall – a security device that monitors and controls incoming and 
outgoing network traffic, acting as a barrier between a trusted internal network (KES) and 
untrusted external networks (internet) 

 

 
 

Introduction to Monitoring 
Monitoring user activity on school devices is an important part of providing a safe environment for 
children and staff. Unlike filtering, it does not stop users from accessing material through internet 
searches or software. Monitoring allows you to review user activity on school devices. For monitoring 
to be effective it will pick up incidents urgently, through alerts or observations, allowing DSL’s to take 



   

 

 

prompt action and record the outcome.  

The monitoring strategy will be informed by the School’s annual filtering and monitoring review. A 
variety of monitoring strategies may be required to minimise safeguarding risks on internet connected 
devices and will include:        

• physically monitoring by staff watching screens of users 
• live supervision by staff on a console with device management software  
• network monitoring using log files of internet traffic and web access  
• individual device monitoring through software or third-party services       

 
System used by KES 
 

    
Monitoring  Senso & Smoothwall  

• Designed to support the safety and wellbeing of pupils and staff 

• Client installed on any School Owned Windows Device. Monitors any keystrokes in 
any environment and logs incidents, giving screen shots for reporting 

• Acts directly upon user input, not specifically related to internet usage, as covers 
any installed application or website visited 

 
 

 
 
Policy Statements 
 

• Internet access is filtered for all users 
• Differentiated internet access is available for staff and customised filtering changes are managed by the 

school 
• Illegal content is filtered by the broadband or filtering provider by actively employing the Internet Watch 

Foundation URL list and other illegal content lists including CTIRU 
• Filter content lists are regularly updated and internet use is logged and frequently monitored 
• The monitoring process alerts the school to breaches of the filtering policy, which are then acted upon 
• There is a clear route for reporting and managing changes to the filtering system – the School is currently 

undergoing self-assessment in this area via the DfE tools and systems are under review to ensure full 
compliance with KCSIE  

• Where personal mobile devices are allowed internet access through the school network, filtering will 
be applied that is consistent with school practice 

• There is a filtering and monitoring system in place that safeguards staff and learners by blocking harmful, 
illegal and inappropriate content.  

• There is a monitoring system that enables the prompt investigation of a potential safeguarding incident 
and outcomes of serious incidents are logged using CPOMS. 

• Roles and responsibilities for the management of filtering and monitoring systems have been defined 
and allocated. 

• The filtering and monitoring provision is reviewed annually and reported to the Board via the DSLG 
Monitoring Report. 

• There is a defined and agreed process for making changes to the filtering or monitoring system that 
involves a senior leader in the agreement of the change. 

• Mobile devices that access the school’s internet connection or Wi-Fi (whether school or personal 
devices) will be subject to the same filtering standards as other devices on the school systems.  

Monitors keystrokes on all devices and creates an 
Incident Report log for monitoring by DSL’s 



   

 

 

• The school has provided enhanced/differentiated user-level filtering through the use of the Smoothwall 
filtering system. (allowing different filtering levels for different ages/stages and different groups of users 
– staff/learners etc.) 

• Monitoring is in place during school hours only and alerts will be responded to during school terms. 
• Filtering and Monitoring Review and Checks:  A review of filtering and monitoring will be carried out to 

identify the current provision, any gaps, and the specific needs of learners and staff at least 
annually. The review will be conducted by members of the senior leadership team, the Designated 
Safeguarding Lead (DSL), and IT Support. Additional checks to filtering and monitoring will be informed 
by the review process so that governors have assurance that systems are working effectively and 
meeting safeguarding obligations.   
A record of checks will be kept as part of the DSLG Monitoring Report for the Board annually. 

  



   

 

 

Filtering and Monitoring Responsibilities – King Edward’s School, Bath 

Role Responsibility Name / Position 
Responsible 
Governor 
 

Strategic responsibility for filtering and 
monitoring and need assurance that the 
standards are being met.  

Mr Kambiz Moradifar 
Designated Safeguarding 
Lead Governor 
Supported by T Vaid - Clerk 

Senior Leadership Team Member Responsible for ensuring 
these standards are met and:  
• procuring filtering and monitoring systems  
• documenting decisions on what is blocked 

or allowed and why  
• reviewing the effectiveness of your 

provision  
• overseeing reports  
• Ensure that all staff:   
• understand their role  
• are appropriately trained   
• follow policies, processes and procedures  
• act on reports and concerns 

Mrs Claire Losse 
Designated Safeguarding 
Lead (WS) 
Supported by DSL’s 

Designated 
Safeguarding Lead 

Lead responsibility for safeguarding and 
online safety, which could include overseeing 
and acting on:  
• filtering and monitoring reports  
• safeguarding concerns  
• checks to filtering and monitoring systems 

Team: 
DSLs 

IT Support Provider Technical responsibility for:  
• maintaining filtering and monitoring 

systems  
• providing filtering and monitoring reports  
• completing actions following concerns or 

checks to systems 

IT Support 

All staff 

 

Need to be aware of reporting mechanisms for 
safeguarding and technical concerns, which 
include: 
• they witness or suspect unsuitable material 

has been accessed  
• they can access unsuitable material   
• they are teaching topics which could create 

unusual activity on the filtering logs  
• there is failure in the software or abuse of 

the system  
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